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Abstract— An autonomous vehicle platoon is a network of
autonomous vehicles that communicate together to move in
a desired way. One of the greatest threats to the operation
of an autonomous vehicle platoon is the failure of either a
physical component of a vehicle or a communication link
between two vehicles. This failure affects the safety and stabil-
ity of the autonomous vehicle platoon. Transmissibility-based
health monitoring uses available sensor measurements for fault
detection under unknown excitation and unknown dynamics
of the network. After a fault is detected, a sliding mode
controller is used to mitigate the fault. Different fault scenarios
are considered including vehicle internal disturbances, cyber
attacks, and communication delays. We apply the proposed
approach to a bond graph model of the platoon and an
experimental setup consisting of three autonomous robots.

I. INTRODUCTION

Connected autonomous vehicles (CAV) platoons represent
a new technology where a network of vehicles communicate
together using wireless communication to achieve a desired
speed and position of the vehicles in the network. This new
technology represents an emerging cyber-physical system
(networking, computation, and physical processes) with sig-
nificant potential to enhance traffic safety, ease congestion,
and positively impact the environment through autonomous
platoon control, see for example [1]. The cyber component of
such a system incorporates the vehicle-to-vehicle (V2V) and
vehicle-to-cloud (V2C) communication networks [2], while
the physical component includes physical vehicle dynamics
and human-driver responses.

It is evident that as the technology and complexity of con-
nected autonomous vehicles evolve, several grand research
challenges need to be addressed. These include securing
the connected autonomous vehicles from malicious cyber
attacks that can affect the actuators and sensors in the CAV
platoon, see for example [3]. Other sources of failures in-
clude cyber-physical attacks, faults in sensors and actuators,
and unknown nonlinear dynamics in the CAV [4]. Several
studies have considered detecting and mitigating techniques
for a class of faults and cyber attacks to enhance traffic
safety of CAV. For example, in [5], real-time observers
designed using sliding mode and adaptive estimation theory
were used to detect what is called a denial-of-service cyber
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Fig. 1: CAV platoon with different typologies: (a) each
vehicle follows the preceding vehicle through V2V commu-
nication, and (b) each vehicle follows the average of the
velocities of the two preceding vehicles.

attack. In [6], distance and velocity controllers were used
to avoid collisions and to guarantee string stability under
communication delay. In [7], an algorithm that is based
on a distributed function calculation was used to detect
faults in the platoon’s V2V communications between the two
preceding and two following vehicles.

Transmissibility operators, which are mathematical models
that characterise relationships between sensors of the same
system, were used to detect and localize different faults
for networks of autonomous-vehicle platoons [8]. In this
paper, we use transmissibility operators to detect faults in
the connected autonomous-vehicles platoon. Then we design
a sliding mode controller to mitigate these faults. Most fault
detection techniques require knowledge of a model of the
system and the excitation signal that acts on it, see for exam-
ple [9]. However, transmissibility-based fault detection uses
output-only measurements and does not require knowledge
of a model of the system or the excitation signal that acts on
it [10]. For further validation, we simulate different possible
faults that are introduced in the literature such as physical
faults in the vehicles as in [11], cyber-physical attacks [3],
and time delay in autonomous vehicles networks [12]. Since
transmissibilities are constructed from output-only measure-
ments, they can be noncausal, unstable, and of unknown
order [13]. Therefore, to identify transmissibilities we use
noncausal FIR models, which can approximate systems with
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these properties accurately [14].
The paper is organized as follows: In Section II, we use the

bond graph approach to model CAV platoons. In Section III,
we use least squares with noncausal FIR models to identify
transmissibility operators. In Section IV, we model possible
faults in autonomous vehicles platoons. Section V shows
fault mitigation using a sliding mode controller. Section VI
shows simulation results. Section VII shows experimental
setup and experimental results. Conclusions are shown in
Section VIII.

II. CAV MODELING USING BOND GRAPHS

Bond graphs simulate the power transfer between the
system components, which conveys two physical quantities,
namely, effort (e.g. force or electrical voltage) and flow (e.g.
linear velocity or electrical current) [15]. The bond graph
model of the CAV platoon is used to obtain measurements
at several locations of the platoon. These measurements are
used to identify transmissibilities, which in turn are used to
detect and mitigate faults in the platoon as will be shown
later.

A. CAV Modeling using Bond Graphs

Consider a platoon of n identical connected autonomous
vehicles with linear motion as in Figure 1. For all i =
1, . . . , n, let vi denote the velocity of vehicle i and v∗i denote
the desired velocity of vehicle i. We consider the architecture
of both V2V and V2C communications in the platoon as
shown in Figure 1a where for all i = 2, . . . , n, v∗i = vi−1.
However, if the platoon is out of the cloud range, we consider
the architecture of V2V communications only as in Figure
1b, where for all i = 3, . . . , n, v∗i = 1

2 (vi−1 + vi−2). Figure
2 shows a schematic diagram of the connected autonomous
vehicles. Figure 3 shows the bond graph representation of
the schematic diagram of the ith vehicle shown in Figure 2,
where parameters description and their considered numerical
values are shown in Table I.
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Fig. 2: Schematic representation of an autonomous vehicle,
where the vehicle can be modeled as shown in Figure 3.

Consider the bond graph model of vehicle i shown in
Figure 3. For all i = 2, . . . , n, the relationship between the
velocity of vehicle i and its desired velocity v∗i is given by

v̈i(t) + βiv̇i(t) + γivi(t) = αiv̇
∗
i (t) (1)

where αi = CiPiρi
ZiGiλiMi

, βi =
ρ2iP

2
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+ Fi, γi = Ri

Si
, and

the rest of the parameters are defined in Table I. Then, for
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Fig. 3: Vehicle physical model using the bond graph repre-
sentation, where the components of the vehicle are shown in
Figure 2.

all i = 1, . . . , n, the state space representation for vehicle i
is given by

ẋi(t) = Aixi(t) +Biv
∗
i (t), (2)

where

Ai =

[
−βi −γi

1 0

]
∈ R2×2, Bi =

[
1
0

]
∈ R2×1.

Next, consider the case with both V2V and V2C communica-
tions for all t ≥ 0, let u(t) = v̇∗(t), y(t) = [v1(t) . . . vn(t)]T.
Then the state space representation for a platoon of n
vehicles can be written as

ẋ(t) = Ax(t) +Bu(t), (3)
y(t) = Cx(t), (4)

where

A =



A1 . . . 0
σ2 A2

... σ3 A3

...
. . .

. . .

0 . . . σn An

 ∈ R2n×2n,

B =
[
α1 0 . . . 0

]T ∈ R2n×1,

C =


o1 . . . 0

o2

...
. . .

0 . . . on

 ∈ Rn×2n,

where

σi =

[
αi 0
0 0

]
∈ R2×2, oi =

[
0 1

]
∈ R1×2.

It is important to mention that the structure of the matrices
A,B, and C in (3) and (4) is valid if each vehicle follows
its preceding vehicle. Note that, a different communication
topology between the vehicles yields a different structure of
A,B, and C in (3) and (4) [16].

B. V2V Communication

V2V wireless information communications consists of
short-to-medium range wireless communications [17]. Wire-
less access communication in vehicular environments covers
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up to 1 km in range with a rate of data transmission that is
up to 27 Mbps, 5.9 GHz frequency, and a 75 MHz channel
bandwidth.

C. V2C Communications

For V2C communications, CAV platoons use different
wireless networks than the one used in V2V communica-
tions. A combination of large-area street network and a
cellular Long Term Evolution (LTE) was used in [18]. This
communication network consists of vehicle’s user equipment
(UE) and Base Station (BS). The UE always connects with
the closest BS by calculating the signal-to-noise ratio. As
in [19], vehicles equipped with broadband wireless access
technologies such as LTE can communicate with each other
via the Internet. These vehicles can also conduct integration
of cloud computing with CAV, which gives vehicles the
ability to run virtual computers with strong computation and
a large amount of data storage. According to [20], LTE
communication covers up to 2 km in range between the
vehicle and the roadside infrastructure antenna with a rate
of data transmission that is up to 75 Mbps and a 2.6 GHz
frequency with a 20 MHz channel bandwidth.

III. TRANSMISSIBILITY IDENTIFICATION OF CAV

A. CAV Transmissibility Operators

Consider the state space model (3)-(4), let va and vb de-
note two independent sets of velocity outputs obtained from a
platoon with n vehicles. Then, define va(t)

∆
= Cax(t) ∈ Rm

and vb(t)
∆
= Cbx(t) ∈ Rn−m, where m is the number of

independent pseudo inputs, n ≥ 2 is the number of vehicles
in the platoon, and 2n is the system order, Ca ∈ Rm×2n,
and Cb ∈ R(n−m)×2n. Then, the transmissibility T whose
pseudo input is va and whose pseudo output is vb, satisfies
[10]

vb(t) = T (p)va(t), (5)

where T (p)
∆
= Γb(p)Γ−1

a (p),

Γa(p)
∆
= Caadj(pI −A)B ∈ Rm×m[p], (6)

Γb(p)
∆
= Cbadj(pI −A)B ∈ R(n−m)×m[p], (7)

and adj Γa denotes the adjugate matrix of Γa. Since sensor
measurements are obtained in discrete time, we consider
discrete-time transmissibility operators in the forward-shift
operator q, that is, we replace p by the forward shift operator
q [21].

B. Identification of transmissibilities

Replacing p in (5) with q yields, for all k ≥ 0,

vb(k) = T (q)va(k), (8)

where

T (q) = Γb(q)Γ−1
a (q) (9)

=
1

det Γa(q)
Γb(q) adj Γa(q). (10)

Note that if Γa has a nonminimum phase (unstable) zero, then
T will be unstable. Also, if Γb has more zeros than Γa, then
T will be noncausal. Moreover, transmissibilities are usually
identified using the output measurements with no information
about the dynamics of the system, and thus, the order
of the transmissibility is unknown. Therefore, to identify
transmissibilities, we need to consider a model structure that
can approximate noncausal and unstable transmissibilities
with unknown order. In this paper, we consider noncausal
FIR models, which are truncations of the Laurent expansion
in an analytic annulus that contains the unit circle [14]. A
noncausal FIR model of T is given by

T (q,ΘFIR
r,d ) =

r∑
i=−d

Hiq
−i, (11)

where r, d denote the order of the causal and noncausal parts
of the FIR model of T , respectively, Hi ∈ R(n−m)×m is the
ith coefficient of the Laurent expansion of T in the annulus
that contains the unit circle, and ΘFIR

r,d
∆
= [H−d, . . . ,Hr ]T .

Then, the least squares estimate Θ̂FIR
r,d,` of ΘFIR

r,d is given by

Θ̂FIR
r,d,` = (Φr,d,`Φ

T
r,d,`)

−1Φr,d,`Ψvb,`, (12)

where ` is the number of samples,
Ψvb,`

∆
=

[
vb(r) · · · vb(`− d)

]T
,Φr,d,`

∆
=[

φr,d(r) · · · φr,d(`− d)
]
, and φr,d(k)

∆
=[

va(k + d) · · · va(k − r)
]T
. The residual of the

identified transmissibility obtained using least squares with
a noncausal FIR model at time k is given by

eb(k|Θ̂FIR
r,d,`) = vb(k)− v̂b(k|Θ̂FIR

r,d,`), (13)

where

v̂b(k|Θ̂FIR
r,d,`) = T (q, Θ̂FIR

r,d,`)va(k) =

r∑
i=−d

Ĥi,`va(k − i),

(14)

T (q, Θ̂FIR
r,d,`) =

r∑
i=−d

Ĥi,`q
−i, (15)

and Θ̂FIR
r,d,` = [Ĥ−d,`, . . . , Ĥr,` ]T.

C. Fault Detection

We use least squares to estimate Θ̂FIR
r,d,` from CAV ve-

locities va and vb under healthy conditions. Next, we use
the identified transmissibility operator T (q, Θ̂FIR

r,d,`) with
the measurement of va to obtain the predicted velocity
v̂b(k|Θ̂FIR

r,d,`). If a fault occurs in the platoon, this leads
to a change in dynamics of the platoon, which leads to
a change in the level of the residuals of the identified
transmissibility eb(k|Θ̂FIR

r,d,`). Based on the change in the
residual eb(k|Θ̂FIR

r,d,`), we can determine whether the system
is healthy or faulty. Next, for all k ≥ 0, we compute

Eb(k|Θ̂FIR
r,d,`, w)

∆
=

√√√√w+k∑
i=k

‖eb(k|Θ̂FIR
r,d,`)‖, (16)
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which is the norm of the residuals over a sliding window of
size w steps. Assume that the system operates in a healthy
manner for the first L steps, where L ≥ w+ d, and let η be
the signal-to- noise ratio, then define the threshold [22]

µ(Θ̂FIR
r,d,`, w, L)

∆
=

η

L+ 1

L∑
i=d

Eb(i|Θ̂FIR
r,d,`, w). (17)

IV. FAULT MODELS

In this section, we show common fault models that affect
the performance and the security of the CAV platoon system.
These faults include disturbances due to physical faults (for
example engine bearing knock), cyber-physical attacks, and
time delays in communication links. To model these faults in
the CAV platoon, Figure 4 shows the modified bond graph
model of the CAV including the possible faults.

A. Engine Bearing Knock

Reciprocating engines are typical appliances of slider-
crank mechanisms with clearance joint and lubrication.
These engines have severe operating conditions including
high pressures and temperatures. However, these engines
are highly vulnerable to bearing damage, which leads to an
incomplete combustion cycle and thus can cause the bearing
to knock [11]. For all i = 1, . . . , n, let ρi denote the engine
constant, which is defined as the nominal value of the ratio
of the engine fuel volumetric flow rate to the engine output
angular velocity. Then the engine bearing knock fault can be
modeled as a deviation from the nominal value of ρi, that
is, for all i = 1, . . . , n, and for all t ≥ 0,

ρ̃i(t) = ρi + δρ,i(t), (18)

where ρ̃i denotes the corrupted value of the engine bearing
knock constant, and δρ,i denotes the deviation from the
nominal value of the engine bearing knock constant.

B. Spacing Distance

Connected autonomous vehicles platoons have several
spacing-distance policies. One possible cyber attack that can
affect the system performance is adding disturbances to the
spacing distance between two preceding vehicles. This fault
can lead to instabilities, inaccuracies, and oscillations in the
system performance [3]. For all i = 1, . . . , n, let hi denote
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Fig. 4: Modified bond graph model of the CAV platoon with
the proposed faults.

the nominal spacing value between vehicle i and vehicle i+1,
then for all t ≥ 0,

h̃i(t) = hi(t) + δf,i(t), (19)

where h̃i denotes the corrupted spacing distance, and δf,i
denotes the deviation from hi due to a cyber attack. Spacing
distance fault can occur due to corrupted measurements of
the velocities of the vehicles. Therefore, can be represented
by

ṽi(t) = vi(t) +
˙̃
hi(t), (20)

where for all i = 1, . . . , n, ṽi represents the corrupted
measurements of the velocity of vehicle i,

˙̃
hi denotes the

deviation from vi due to a cyber attack.
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Fig. 5: Example 4.1: The first part shows velocities of five
healthy vehicles in a platoon under a step input, where
v∗ = 50 m/s is the desired velocity of the platoon, and
the second part shows response of the third vehicle under
healthy and faulty conditions, where the faults are introduced
individually.

C. Delay

Time delays in connected autonomous vehicles platoons
can yield fatal faults as considered in the literature, see for
example [12]. Time delays can occur due to a cyber attack or
system jamming. For all i = 1, . . . , n, consider the velocity
of the ith vehicle vi, then a delay in vi yields the corrupted
signal

ṽi(t) = vi(t− τv,i(t)), (21)

where τv,i is the time-variant communication delay in vi.
Example 4.1: In this example, we consider a platoon of

n = 5 vehicles. We consider the bond graph model shown
in Figure 3 with the parameters values shown in Table I.
The first part of Figure 5 shows the velocities of five healthy
vehicles in a platoon under a step input. Next, we add a
band-limited white noise to the engine constant of the third
vehicle, that is, we set δe,3 in (18) to be white noise, which
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results in an engine bearing knock fault. The second part of
Figure 5 compares the healthy and faulty response of the
third vehicle due to a step input. Similarly, we consider the
cases of introducing white noise to the communication link
between the second and third vehicles to emulate a cyber
attack. Moreover, we add a time delay of τv,3 = 6 seconds to
the response of the third vehicle. The second part of Figure 5
compares the healthy and faulty response of the third vehicle
due to a step input under a cyber attack and time-delay faults.

Symbol Description Value
Ci Wireless receiver gain 2.52V/(m/s)
Zi Pump electrical resistance 0.001Ω
Pi Pump voltage to fuel ratio 0.02V/(mg/s)
ρi Engine fuel to speed ratio 8mg/rev.

Si Engine shaft moment of inertia 0.2kg.m2

Ri Engine shaft damping ' 0
Gi Gears Ratio 0.2
Ii Wheel spin inertia ' 0
λi Wheel Radius 0.3m
Mi Vehicle gross mass 1478kg
Fi Friction coefficient 0.6
Mi Sliding mode constant 70

TABLE I: Simulation parameters for the bond graph model
depicted in Figure 3.

V. SLIDING MODE CONTROLLER

Sliding mode control was used effectively for fault mitiga-
tion in CAV networks [23]. In this section, we use a sliding
mode controller to mitigate the faults that are detected using
the proposed fault detection algorithm.

As shown in Figure 6, for all i = 2, . . . , n, a fault
in vehicle i results in producing a corrupted signal ṽi.
Transmissibilities identified under healthy conditions can be
used along with measurements from healthy sensors to obtain
a prediction v̂i of vi, which can then activate the sliding mode
controller to produce the control signal ϑi. For all k ≥ 0,
the discrete form of the vehicle model in (2) can be written

as

xi(k + 1) = Aixi(k) + Biv∗i (k), (22)

where Ai = exp(AiTs),Bi = A−1
i (Ai − I)Bi, Ts is

the sampling time and I ∈ R2×2 is the identity matrix.
Considering the sliding mode controller [23] for vehicle i,
where i = 2, . . . , n, (2) becomes

xi(k + 1) = Aixi(k) + Bi(v∗i (k)− ϑi(k|Θ̂FIR
r,d,`)), (23)

where ϑi is the control signal produced by the sliding mode
controller. For all vehicles i = 2, . . . , n, let ei denote the
transmissibility residual as defined in (13) where the trans-
missibility output is vi, then the control signal is designed
to force the states slide along ei = 0 under the presence of
internal disturbances or communication fault such as cyber
attacks and communication delay. Following [23], we define
the control signal as

ϑi(k|Θ̂FIR
r,d,`) =


0, Ei(k) < µi,

Piei(k|Θ̂FIR
r,d,`)

−Mitanh(ei(k|Θ̂FIR
r,d,`)),

Ei(k) ≥ µi,

(24)

where Ei is the norm of residual over a sliding window as
defined in (16) where the transmissibility output is vi, Mi

and Pi are positive constants that indicate how the states will
slide back to ei = 0, and µi represents the average of (17)
for all k where vehicle i is healthy. Stability analysis can be
shown by following the same stability analysis steps shown
in [23].

VI. SIMULATION RESULTS

Consider a platoon with five identical vehicles with the
parameters shown in Table I. We set the desired velocity
of the platoon to Gaussian white noise with zero mean
and unit variance. For i = 1, . . . , 5 and j = 1, . . . , 5,
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Fig. 6: Block diagram for the proposed fault mitigation algorithm based on transmissibilities. A fault in vehicle i results in
producing the corrupted signal ṽi. Transmissibilities identified under healthy conditions can be used along with measurements
from healthy sensors to obtain a prediction v̂i of vi, which can then activate the sliding mode controller to produce the
control signal ϑi.
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where j 6= i, let Tij denote the transmissibility operator
from vehicle i to vehicle j. Note that using a noncausal
FIR model of the transmissibility results in a delay in the
predicted output of the transmissibility. Therefore, to avoid
delays in the closed-loop system due to using a noncausal
model of the transmissibility, we use causal FIR models to
identify the transmissibilities that are used for fault mitiga-
tion. Fault mitigation can be achieved if the distance between
the measured output obtained under healthy conditions and
the predicted output obtained using a causal model of the
transmissibility is negligible. Figure 7 shows the estimated
Markov parameters of the operator T23 identified with r = 50
and d = 0. Then, the estimated transmissibility is used along
with the measurements of v2 to obtain an estimate of the
velocity v3 as shown in the first part of Figure 8. At t = 100
seconds, the cyber attack was introduced, which leads to the
prediction error shown in the second part of Figure 8. As
shown in Figure 9, at t = 102 seconds the error norm exceeds
the threshold limit and thus the sliding mode controller is
activated, which leads to a drop in the error norm below the
threshold limit.

5 10 15 20 25 30 35 40 45 50

0

0.02

0.04

0.06

Fig. 7: Simulation results: Estimated Markov parameters for
the transmissibility operator T23 obtained using least squares
with a causal FIR model with r = 50 and d = 0.

Next, we introduce the engine bearing knock, cyber attack,
and V2V time-delay faults to the system separately. To
emulate the engine bearing knock fault, a band-limited white
noise is added to the engine’s constant of the third vehicle’s
engine. To emulate a cyber attack fault, a band-limited white
noise is added to the communication link between the third
and the fourth vehicles. Moreover, to emulate time delay, a
time delay of 2 seconds is introduced in the communication
link between the third and fourth vehicles. Figure 9 shows the
norm of the residuals of the transmissibilities T12, T23, T34,
and T45 computed using (16) with w = 100 steps. Note that
at approximately t = 100 seconds, the norm of the residual of
the operator T23 exceeds the threshold limit, which activates
the sliding mode controller. At time t = 102 seconds, the
norm of the residuals of the operator T23 drops below the
threshold limit due to using the sliding mode control.

VII. EXPERIMENTAL RESULTS

To verify the proposed method, we consider the ex-
perimental setup shown in Figure 10 consisting of three
autonomous Quanser QBot2e robots. Each robot consists of

-40
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Faulty

Healthy Fault Mitigation
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-40

-20
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Fig. 8: Simulation results: Measured and predicted values
of v3. At t = 100 seconds a cyber attack is introduced,
which leads to the shown prediction error e3. At time t =
102 seconds, the sliding mode controller is activated and the
shown control signal ϑ3 is produced.

Fig. 9: Simulation results: Norm of the residuals of the
transmissibilities T12, T23, T34, and T45 computed using (16)
with w = 100 steps. Note that at approximately t =
100 seconds, the norm of the residual of the operator T23

exceeds the threshold limit, which activates the sliding mode
controller. Moreover, note that after activating the sliding
mode controller the norm of the residual drops below the
threshold value.

two coaxial wheels (driven by DC motors). The variance
between the wheels velocities gives angular velocity for
the robot. The first robot receives the excitation signals
from a computer through a wireless connection, and the
second robot is connected with the first robot via V2V
communication. Similarly, the third is connected with the
second robot via V2V communication.

For health monitoring, we consider a one-dimensional
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Fig. 10: The experimental setup. The first robot receives the
input signal from the computer while the second and third
robots receive the input signal from the preceding robot via
V2V communication.

motion for the platoon. We first run the setup by sending a
zero-mean, unit variance, Gaussian random excitation signal
to the first robot, all robots run and move simultaneously
depending only on the V2V communications. Note that
using a noncausal FIR model of the transmissibility results
in a delay in the predicted output of the transmissibility.
Therefore, to avoid delays in the closed-loop system due
to using a noncausal model of the transmissibility, we use
causal FIR models to identify the transmissibilities. We use
least squares with a causal FIR model with r = 50 and d = 0
to identify the transmissibility operators T12, and T23, where
T12 is the transmissibility from robot 1 to robot 2 and T23 is
the transmissibility from robot 2 to robot 3. The estimated
Markov parameters for the transmissibility operator T12 are
shown in Figure 11.

A. Noise injection

We consider injecting noise that makes the velocities of the
wheels in the second robot not equal, which results in a 2-D
motion of the second robot (i.e. a physical fault). Next, the
estimated transmissibilities are used with the measurements
of v1 to obtain an estimate of the velocities v2 as shown in
the first part of Figure 12 before t = 50 seconds. At t = 50
seconds, the noise is injected, which increases the level of
the error e2 as shown in the second part of Figure 12. At
t = 54 seconds, the cumulative error exceeds the threshold
limit as shown in Figure 13. This activates the sliding mode
controller, which produces the control signal ϑ2 shown in
the second part of Figure 12. Note that after t = 54 seconds,
the controller is activated and the measured velocity is close
to the predicted velocity.

B. Cyber attack and time-delay faults

Similar results can be obtained for the cyber attack and
time-delay faults, which we apply individually. For the cyber
attack, a noise signal is injected in the communication link
between robot 1 and robot 2. For the time-delay fault, we
consider the case of 2 seconds of time delay applied to robot
2. Next, the estimated transmissibilities are used with the
measurements of v1 to obtain an estimate of the velocity v2

as shown in the first part of Figure 12 for t < 50 seconds.
At t = 50 seconds, the cyber attack and time delay faults

are introduced, which leads to the prediction error e2 shown
in the second part of Figure 12.

5 10 15 20 25 30 35 40 45 50

-5
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10

15

Fig. 11: Experimental results: Estimated Markov parameters
for the transmissibility operator T12 obtained using least
squares with a causal FIR model with r = 50 and d = 0.

Fig. 12: Experimental results: Measured output velocity and
predicted output velocity of v2. At t = 50 seconds the
proposed faults are introduced, which leads to an increase in
the level of the error e2. At t = 54 seconds the sliding mode
controller is activated and the control signal ϑ2 is produced,
which leads to a drop in the error e2.

Figure 13 shows the norm of the residuals of the trans-
missibilities T12 and T23 obtained using (16) with w = 100
steps. Note from Figure 13 that at t = 53 seconds, the
cumulative error exceeds the threshold limit, which activates
the sliding mode controller that produces the control signals
ϑ2 for the cyber attack and the time-delay as shown in the
second part of Figure 12. Note from Figure 13 that after
the controller is activated at t = 53 seconds, the error in
the measured velocities drops below the threshold value.
Note that at approximately t = 50 seconds, the norm of
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Fig. 13: Experimental results: Norm of the residual of the
transmissibilities T12 and T23 computed using (16) with
w = 100 steps. Note that at approximately t = 50 seconds,
the norm of the residual of the operator T12 exceeds the
threshold limit which activates the sliding mode controller.
At approximately t = 54 seconds, the norm of residuals of
the operator T23 drops below the threshold limit.

residual of the operator T12 reaches the threshold limit. This
activates the sliding mode controller in the second robot.
At approximately t = 54 seconds, the norm of the residual
of the operator T23 drops below the threshold limit. Since
the norm of the residual computed over a window with a
width of 10 seconds, we can conclude that the sliding mode
controller took about 4 seconds to mitigate the faults.

VIII. CONCLUSION

In this paper, we used transmissibility operators for fault
detection and mitigation in a network of autonomous vehi-
cles. Transmissibility-based health monitoring uses available
sensor measurements for fault detection under unknown
excitation and unknown dynamics of the network. After
detecting a fault, a sliding mode controller is activated to
mitigate the fault. We first consider simulating a network
of vehicles, where the model of the network was obtained
using the bond graph approach. Next, we considered an
experimental setup consisting of three autonomous Quanser
QBot2e robots. In both cases, the proposed approach was
used effectively for fault detection and mitigation.
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